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University programs, activities, 
and facilities are available to all 
without regard to race, color, sex, 
gender identity or expression, 
sexual orientation, marital status, 
age, national origin, political 
affiliation, physical or mental 
disability, religion, protected 
veteran status, genetic 
information, personal 
appearance, or any other legally 
protected class.
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Digital Literacy 
Project
● Technical Support

● Technology 
Education Classes



Call for Assistance
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● Answer Questions
○ Basic Tech Support
○ Navigating new programs

● Language Support
○ English/Spanish
○ Interpretation into other languages



Questions?
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Common Types of Scams

Phone Scams Email Scams Imposter Scams
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Before We Begin
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Let’s make sure we’re on the same page
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https://www.ftc.gov/news-events/news/press-releases/2024/02/nationwide-fraud-losses-top-10-billion-2023-ftc-
steps-efforts-protect-public



Phone Scams



What Are Phone Scams
● Calls or messages from unknown 

numbers
○ Oftentimes about a bank/immigration/loved one

● Text will be about something 
completely random
○ EZ-Pass Scam
○ Package delivery attempt
○ Password reset
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Examples:
Call Text
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What should you do?
Call
● Don’t pick up random 

phone numbers
● Be mindful about what you 

say

Text
● Don’t respond to texts 

from strangers
● Block their number or 

report it as spam
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https://www.shutterstock.com/image-photo/block-number-feature-on-andr
oid-600nw-2260310573.jpg



Email Scams



What is Phishing?
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● Scammer pretends to be a reputable 
business

○ Email spoofing
● Technique to acquire sensitive data

○ Bank account numbers
○ Passwords
○ Social Security numbers

https://medium.com/coinmonks/cybered-4-eight-tips-for-anyone-attempting-to-be-cyber-safe-50511
8e23d17



Examples:

https://www.hooksecurity.co/phishing-exam
ples/paypal-phishing-example



How to Spot 
Phishing
• Ask yourself if you were 

expecting a message
• Look at who is sending the 

message
• Pay attention to the wording
• Check for links



Examples:

https://www.hooksecurity.co/phishing-
examples/paypal-phishing-example



Still Not Sure?
● Do not open any links
● Verify using a known contact
● Check the internet



Example #1

19ANSWER: PHISHING
https://www.hooksecurity.co/phishing-email-examples



Example #2

20ANSWER: REAL



Impersonation 
Scams



What is an impersonation scam?
● Scammer pretends to be someone else 

○ Can take place through social media, dating 
apps, WhatsApp, Text, etc.

○ Scammers impersonate celebrities, politicians, 
family members, government officials, etc.

● Used to get your sensitive information or 
to purchase items
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Examples:
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https://www.in.gov/sos/indianamoneywise/blog/image
s/twitter-romance.jpghttps://images.tech.co/wp-content/uploads/2

022/09/13115216/Hi-Mum-1-708x400.jpg



What should you do?
● Stop all communication

○ Block and report the scammer

● Make a list of everything you shared 
with them
○ Review bank and credit card statements
○ Replace important documents
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Examples:

25https://www.cbsnews.com/news/fbi-warning-financial-
sextortion-minors-growing-threat-suicide/



Final Thoughts - Aziz’s Tips
1. Scams keep evolving
2. Never send gift cards
3. If people give you a script, ignore it
4. Ask bank workers for help
5. Create a passphrase for your family
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Questions?
Please take a moment to 
complete our brief survey!
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www.MarylandersOnline.umd.edu

MarylandersOnline@umd.edu

Toll Free Tech Helpline: 1-866-206-8467

Monday to Friday: 10 a.m. to 8 p.m. 
Saturday: 10 a.m. to 5 p.m. 

Get in Touch 
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http://www.marylandersonline.umd.edu
mailto:MarylandersOnline@umd.edu


Stay Connected with
Marylanders Online

Marylanders Online

@MarylandersOnline

LinktreeNewsletter Signup

Marylanders Online
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YouTube Channel

https://www.facebook.com/MarylandersOnline
https://www.instagram.com/marylandersonline/
https://linktr.ee/marylandersonline
https://go.umd.edu/NewsletterMO
https://www.linkedin.com/company/marylanders-online
https://www.youtube.com/@marylandersonline


Upcoming Events
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https://marylandersonline.umd.edu/events/2
025-maryland-digital-opportunity-summit/https://go.umd.edu/AntiScamAugustReg https://marylandersonline.umd.edu/events/di

gital-navigator-training/

https://go.umd.edu/AntiScamAugustReg


Dramatic Text & 
Photo 2


