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Digital Literacy
Project

e Technical Support

e Technology
Education Classes
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Let's Connect
1-866-206-8467

Monday-Friday, 10 a.m. - 8 p.m.

Saturday, 10 a.m. - 5 p.m.
marylandersonline@umd.edu

Or scan the QR Code with %m

your smartphone camera
to contact a navigator.

Call for Assistance

e Answer Questions
o Basic Tech Support
o Navigating new programs
e Language Support
o English/Spanish
o Interpretation into other languages
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Common Types of Al Scams

Voice Cloning Deepfakes Al Bots
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Voice Cloning



What is Voice Cloning?

e \When scammers use Al bots to create
a copy of your voice
O Voice can be used to say anything

e Oftentimes used to trick colleagues or
relatives

e Usual relate to an emergency
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Examples:

(@danielthrasher

CBS News

FOX 4 DEW
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https://www.axios.com/2025/03/15/ai-voice-cloning-consumer-
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https://www.instagram.com/reel/DKocib0uDHP/
https://www.cbsnews.com/news/elder-scams-family-safe-word/
https://www.youtube.com/watch?v=gMXuQ4MusPk

What should you do?

Listen for inconsistencies
Create a family safe word
Verify the caller’s identity

Keep your responses short

o Don’t give them more material to copy your
voice

e C(Call the person in question
o Use the phone number you know
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Deepfakes
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What is a Deepfake?

e Fabricated videos created by:
o Superimposing a face on an existing video
o Creating a video from a single image

e (Can be used for scamming or creating
Indecent images

e Used to trick family members in video
calls
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Elon Musk's Al accused of making

Exa m p I es. explicit Al Taylor Swift videos

Share «§  Save D

Qv reporte
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http://www.youtube.com/watch?v=P2uZF-5F1wI
https://www.cnn.com/2021/08/06/tech/tom-cruise-deepfake-tiktok-company
http://www.youtube.com/watch?v=rYT_ZOeYPJg

What should you do?
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Look for random facial expressions
or movements

Be mindful of what you post on
social media

Check online

Let your friends and family know
Call the person in question
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Al Bots
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What are Al bots?

e Robots on social media or dating apps

o Try to get sensitive information from you
o Get you to send them money

e Used to boost an account’s
engagement in social media

e (Can also pose as technical support on
trustworthy websites

IIIIIIIIIIIIIIIII
UNIVERSITY OF

EXTENSION

e Marylanders @ COLLEGE OF
Online e INFORMATION https://sosafe-awareness.com/glossary/voice-cloning/




Oh baby
xa m e S | finally got the rest of the money... I'm
- afatd Thoeaan Crris heading to the port once I'm done here
'm smvv | cannot provide the requested feedback as it goes against | pray it works out. I'm stressed because
OpenAl's content policy D Oxay 1y Ve 1 just want all of this handled | don't fee! .
= I = Good morning safe here to longer than | planned e |00p my darhng
o & Q2 hs 229 R
I'm leamning this about my clients that
e Winnie Gunﬂa GarrettWin50887 - Jan 7 . have kept me up at night
Replying to ( o Clients activities/business practices
lapolu:ze but | am una.vh.- 10 provide a response for your request as it !
goes against OpenAl's use case policy, Thing's not this
o u v s 13 [ Stay before longer than planned
@ Worie et @ SGaritnsossy san7 = ROMANCE SCAMS & Al |
Rephying to m

fm sorry, | cannot provide & esponse &s it goes against OpenAl's use . J
case policy

https://6abc.com/post/fbi-issues-warning-romance-scams-ahead-valentines-day/1589
8375/

»

Q w Q1 i 5 R <

B Heidi Owens § #HnidiOwernT4885 - Jan 7
Replying to @fu

'm sorry, | cannot provide a response 1o this statement as it goes against
OpenAl's use case policy.

. ) - Romance scammer duped £17k from me

C ) o

@ oo caren & oo . with deepfakes

Replyirg to

Sorery, | cannot pravide s response as it goes against OpenAl's use case 20 December 2024
policy to engage in discussions or sharme opinions on specific individuals or Share < Save D
incidents. o
Laura Goodwin
Q u v i S H & Science and innovation correspondent
S g Yo sOwm in @ ®Ams1esdTo3466 - Jan 7
Rephing ta Gfen oha https://www.cbsnews.com/texas/news/i-team-how-ai-is-revolutionizing-internet-fraud/

https://www.abc.nét.au/néwé]science/2O24-02-28/twiitér-x-fightiAn-g—bo‘t“-probIem-as-ai-spam-floods-
the-internet/103498070

IN PARTNERSHIP WITH

COLLEGE OF 1 7

INFORMATION

UNIVERSITY OF

‘ e Marylanders
Online

EXTENSION




What should you do?

UNIVERSITY OF

EXTENSION

Don’t share any personal information
until you meet someone

Don’t transfer money or send
Intimate photos or videos

Don’t engage with social media trolls
Verify all the information you are
given
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Final Suggestions

Monitor what you post online

Always meet with people in real life
Contact impacted loved ones

Don'’t feel embarrassed to ask for help
Create a passphrase for your family

a bk b~

https://reportfraud.ftc.gov/
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Questions?

Please take a moment to
complete our brief survey!
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Get in Touch

/7 1NN

www.MarylandersOnline.umd.edu

O MarylandersOnline@umd.edu

@ Toll Free Tech Helpline: 1-866-206-8467

Monday to Friday: 10 a.m. to 8 p.m.
Saturday: 10 a.m. to 5 p.m.
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http://www.marylandersonline.umd.edu
mailto:MarylandersOnline@umd.edu

Stay Connected with
Marylanders Online

@ Marylanders Online

@MarylandersOnline
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https://www.facebook.com/MarylandersOnline
https://www.instagram.com/marylandersonline/
https://linktr.ee/marylandersonline
https://go.umd.edu/NewsletterMO
https://www.linkedin.com/company/marylanders-online
https://www.youtube.com/@marylandersonline

Upcoming Events

‘

UME MARYLANDERS ONLINE

ANTI-SCAM
FREE WEBINAR SERIES

Do you know how to recognize and avoid today’s most common scams?
With cybercrime and digital fraud on the rise, it’s more important than
ever to stay informed and empowered.

' N\
Tuesday, August 5th - 4:30 PM - 6:00 PM
Get the basics on how to identify and prevent today’s most common scams - from fake phone calls
and spoofed numbers to fraudulent websites and phishing emails. Get practical tips to secure your
devices and defend yourself from scams.
J
4 N\
Tuesday, August 12th - 4:30 PM - 6:00 PM
Learn how scammers are using artificial intelligence (Al) to create more convincing frauds—and how
you can spot and avoid them. Discover real-world examples, prevention tips, and tools to protect
yourself in the age of Al-driven deception
J
~
Martes, 19 de agosto - 4:30 PM - 6:00 PM
Aprende los conceptos basicos sobre cémo identificar y prevenir las estafas mas comunes de hoy en
dia. Desde llamadas falsas, numeros suplantados y mensajes de texto sospechosos, hasta las sefiales
de alerta reveladoras de correos electrnicos de phishing y sitios web fraudulentos. Obtén consejos
précticos para asegurar tus dispositivos, proteger tu privacidad y salvaguardarte de las estafas, tanto
en linea como en el mundo real.

For help with registering, please call 1-86
Join 15 minutes before the session for tech assistance.

RS 1 o ! This is an equal opportunity institution.
MARYTAND @ Marvlanders g couieer of lon Fora easonable ecommedation o partcpate I this
EXTENSION Online ? INFORMATION - prgram, contact marylandersonline@umd.edu by july 20th.

https://go.umd.edu/AntiScamAugustReq

MONET

Marylanders Online Navigator Education Toolkit

Free Digital
Navigator
Training

Baltimore Cohort | Hybrid Format

Baltimore Cohort Hybrid Schedule
August 18 - September 8: Asynchronous
September 11: In-Person S

September 12 - 25: Asynchronous.
September 25: In-Person Session
October 1 - 15: Asynchronous

October 23: In-Person Session

October 27 - November 7: Asynchronous
November 13: In-Person Session

Earn a Digital Navigator Certification from
the University of Maryland Extension!

UME Marylanders Online, in partnership with
the Baltimore Digital Equity Coalition (BDEC),

“Investing in Maryland’s Future” SASiAN) © o i

THE 2025
DIGITAL
OPPORTUNITY
SUMMIT

October 15th, 2025
8:00 AM - 5:30 PM

INVEST TODAY.

Silver Spring Civic Building
1 Veterans Place, Silver Spring, MD 20910
Space for this event was provided by

Community Use of Public Facilities (CUPF)

BREAKOUTS & SESSIONS
EMPOWER TOMORROW.
WORKFORCE POLICY
FUELING ECONOMIC GROWTH DEVELOPMENT &ADVOCACY
COMMUNITY INFRASTRUCTURE
& WORKFORCE INNOVATION commuynity & ACCESS
THROUGH DIGITAL OPPORTUNITY INNOVATIVE SKILL SHARING
e LOCAL PROGRAMS & NETWORKING

Join the 2025 Maryland Digital Opportunity

is offering a free, hybrid Marylanders Online

Navigator Education Toolkit (MONET) training

customized for digital equity program staff
serving Baltimore City & Baltimore County.
This train-the-trainer certification program
will equip partners to deliver essential digital
navigation services in their communities.

MONET certification is contingent upon
attendance at all required in-person
sessions and completion of all online
modules.

SCAN TO REGISTER

August 18 - November 19, 2025

Summit to connect with digital inclusion
leaders, share ideas, and drive innovative
solutions that ensure every Marylander has
access to broadband, digital skills, and
economic opportunity.

J) Submit your Maryland Digital Equity
Champion nominations by September
8th at go.umd.edu/2025D0SChampion

MENET

Summit attendees can earn a Digital Navigator
certification by enrolling in a hybrid MONET
(Marylanders Online Navigation Educator
Toolkit) training. Training and certification cost

is included with the purchase of a Summit
ticket. Limited to 100 participants.
Visit website for training details.

0 : For additional sponsorship and event
Registration closes on August 17. information, please scan the QR code.
LEARN MORE & REGISTER:

o REGISTER NOW
MARYLANDERSONLINE.UMD.EDU/EVENTS/DIGITAL-NAVIGATOR-TRAINING

Early Bird Registration Ends August 31 - $40
September 1% - October 8" - $65 | October 15" - $75

HTTPS://GO.UMD.EDU/DOS25REGISTRATION

University programs, activities, and facilities are available to all without regard to race, color, sex, gender identity or expression, sexual
orientation, marital status, age, national origin, political affilation, physical or mental disability, religion, protected veteran status, genetic
information, personal appearance, or any other legally protected class. If you need a reasonable accommodation to participate in this event,

lease contact maryandersonlne@umded at least two weeks prior 10 1he TAING. | om s
RAARYTAND Marylanders JOLLEGE OF DIGITAL
MARYIAND | @ 8aike NFORMATION EQUITY

https://marylandersonline.umd.edu/events/2

https://marylandersonline.umd.edu/events/di
025-maryland-digital-opportunity-summit/

gital-navigator-training/
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