
Anti-AI Scams
Webinar
Marylanders Online

1



University programs, activities, 
and facilities are available to all 
without regard to race, color, sex, 
gender identity or expression, 
sexual orientation, marital status, 
age, national origin, political 
affiliation, physical or mental 
disability, religion, protected 
veteran status, genetic 
information, personal 
appearance, or any other legally 
protected class.
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Digital Literacy 
Project
● Technical Support

● Technology 
Education Classes



Call for Assistance
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● Answer Questions
○ Basic Tech Support
○ Navigating new programs

● Language Support
○ English/Spanish
○ Interpretation into other languages



Questions?
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Common Types of AI Scams

Voice Cloning Deepfakes AI Bots
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Voice Cloning



What is Voice Cloning?
● When scammers use AI bots to create 

a copy of your voice
○ Voice can be used to say anything

● Oftentimes used to trick colleagues or 
relatives

● Usual relate to an emergency

8https://sosafe-awareness.com/glossary/voice-cloning/



Examples:

@danielthrasher

CBS News

FOX 4 DFW

9https://www.axios.com/2025/03/15/ai-voice-cloning-consumer-
scams

https://www.instagram.com/reel/DKocib0uDHP/
https://www.cbsnews.com/news/elder-scams-family-safe-word/
https://www.youtube.com/watch?v=gMXuQ4MusPk


What should you do?
● Listen for inconsistencies
● Create a family safe word
● Verify the caller’s identity
● Keep your responses short

○ Don’t give them more material to copy your 
voice

● Call the person in question
○ Use the phone number you know
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Deepfakes



What is a Deepfake?
● Fabricated videos created by:

○ Superimposing a face on an existing video
○ Creating a video from a single image

● Can be used for scamming or creating 
indecent images

● Used to trick family members in video 
calls
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Examples:
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CNN Deepfake Tom Cruise

http://www.youtube.com/watch?v=P2uZF-5F1wI
https://www.cnn.com/2021/08/06/tech/tom-cruise-deepfake-tiktok-company
http://www.youtube.com/watch?v=rYT_ZOeYPJg


What should you do?
● Look for random facial expressions 

or movements
● Be mindful of what you post on 

social media
● Check online
● Let your friends and family know
● Call the person in question
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AI Bots



What are AI bots?
● Robots on social media or dating apps

○ Try to get sensitive information from you
○ Get you to send them money

● Used to boost an account’s 
engagement in social media

● Can also pose as technical support on 
trustworthy websites

16https://sosafe-awareness.com/glossary/voice-cloning/



Examples:
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https://www.abc.net.au/news/science/2024-02-28/twitter-x-fighting-bot-problem-as-ai-spam-floods-
the-internet/103498070

https://6abc.com/post/fbi-issues-warning-romance-scams-ahead-valentines-day/1589
8375/

https://www.cbsnews.com/texas/news/i-team-how-ai-is-revolutionizing-internet-fraud/



What should you do?
● Don’t share any personal information 

until you meet someone
● Don’t transfer money or send 

intimate photos or videos
● Don’t engage with social media trolls
● Verify all the information you are 

given
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Final Suggestions
1. Monitor what you post online
2. Always meet with people in real life
3. Contact impacted loved ones
4. Don’t feel embarrassed to ask for help
5. Create a passphrase for your family

https://reportfraud.ftc.gov/
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Questions?
Please take a moment to 
complete our brief survey!
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www.MarylandersOnline.umd.edu

MarylandersOnline@umd.edu

Toll Free Tech Helpline: 1-866-206-8467

Monday to Friday: 10 a.m. to 8 p.m. 
Saturday: 10 a.m. to 5 p.m. 

Get in Touch 
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http://www.marylandersonline.umd.edu
mailto:MarylandersOnline@umd.edu


Stay Connected with
Marylanders Online

Marylanders Online

@MarylandersOnline

LinktreeNewsletter Signup

Marylanders Online
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YouTube Channel

https://www.facebook.com/MarylandersOnline
https://www.instagram.com/marylandersonline/
https://linktr.ee/marylandersonline
https://go.umd.edu/NewsletterMO
https://www.linkedin.com/company/marylanders-online
https://www.youtube.com/@marylandersonline


Upcoming Events

https://marylandersonline.umd.edu/events/2
025-maryland-digital-opportunity-summit/
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https://go.umd.edu/AntiScamAugustReg https://marylandersonline.umd.edu/events/di
gital-navigator-training/

https://go.umd.edu/AntiScamAugustReg
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